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ALAYAQ.NET — PECIMYBE/IMKAHCKOE MOJIOAEXXHOE
AOBWXEHME MNMPOTVB MOLLEHHUYECTBA

Paznen «Kak ObICTPO pacno3HaTh MOIIIIEHUKA?) HAMOJIHEHO 5 CTATHSIMH HA
rocy/1apcTBEHHOM M PYCCKOM SI3bIKe

ANAFKTbI KANNAW TE3
TAHYFA BOJTAObI?

o Couminre ipre g CEHIMIHI3IE KIPYTE ThIPbICAbI

ThipbiCaak!

WHTepHeTTeri anaskTap ke6iHe kaHnaii 1a 6ip XONMEH CeHiMre Kipyre Teipbicaabl. Anamnap e3fepi TaHWTbIH afiaMaapra ceHeni.

02. 3mounanapmeH N ) )

oiiHaiab! ° CoHABIKTaH aTa-aHaHbI3Fa TaHbIC YHbIMAAPAAH Xa3biM, KOHbIPay Wanysl MyMKiH. Meicansl, MemnekeTrik mekemenep, GaHkTep
Hemece onap cayna xacaiTeii Aykeraep. Anaskiap esii XyMsic Gepylui Hemece oT6aCk! MyLIECikil TaHBICh! peTikae
TaHbICTEIpagsl. ATa-aHaHbi3 Kilukere 6o/ca aa KyaikTi xaGapnamanap anFaw Kesfie, xayan 6epmec 6ypbi cisre Xibepyi

03. Xbinpam icke keluyni o CypaHbi3.

Tanan etegi

04. KytnereH 6ainaHeic °

05. ©3iH 6aHK Kbi3MeTKepi o
peTiHae TaHbICTbIPabI
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ANAAKTbl KANAA TE3
TAHYFA BOTAObI?

01. CeHimiHisre Kipyre o 3MOHM9”APMEH OMHAmﬂ,bl

Thipbicagb!

bipaeH apekert eTiHi3, aiiTnece canblK KbIZMETi yidiHiare TolibiM canafdbl HeMece cy KyGbipbl Cyabl Xabbin Tactaiabl. MyHbIH 63pi
‘OHNalH anasKTbIK, 03N Kasip GipaeHe xacay kepek gen KbicbiM kepceTeqi. Meicansi, 6ipey cisgiH ecenTik xa36aHbiara kipin,

02. SmMouManapMeH

oiHaAabI
aKWwaHbiabl anyra ThiPbIChIN XaTKaHbIH aiTabl. baHk KbiaMeTkepi anaskTbiH apekeTTepiH GyraTTay ylwiH cMcTeri cintemere
eTyai cypanabl. bipak ic Xy3iHae elKiM cizaii MHTepHeT-GaHKUHIIHI3Al By3bin XaTKaH XoK. ANaskTap ci3giH Tek cinteme
‘GolibiHLLIa BTN, AepekTepinisail anFeickl keneai. EHAl WhIHbIMEH e WoTbiHbI3 6y3biabl.

03. Xbinpam icke kewygai o

Tanan eteni . N
KaTTbl amMoumAnap Tea apekeT eTyre MTepMenefii, OHNaiH anaskTap KOPKbIHbILL, ally HeMece KO3yLUbibIK TYAbIpYFa Thipbicagbl.
“LUoTeiHbI3 6yabinab” Hemece “CiaaiH aToiHbizFa Gipey HecKe anmakuwel” cuAKTbl xabapnamanapael ecrireHfe x20ipneHywinep
‘oiinaHbIn ynrepMer, KackyHeMHIH alTKaHOapbIH icTen Kosbl.

04. KyTnereH 6ainaHbic o
Erep ara-aHanap ecen )Eﬂﬁﬁﬂﬂapbl“b\l«{ G!A'EIT[EIHFEHH Hemece CiEAIH Kbl/IMbICKa KaTbICTbl iaﬂGCTiplﬂII’I XaTKaHbIHbI2 Typarnb!

MaTiHAiK xabapnama Hemece aneKTPoHAabIK xabap anca, onapab! GipaeH Xaybin, MHTEPHETTeH AypbIc GainaHbIC aknapaTbiH

. . TaykiM, aKNapaTTsl TeKCEpY YiiH GUNIK OpraHaapeIHa XaGapnackaHsl XeH.
05. ©3ziH 6aHK KblzMeTKepi o
PeTiHAe TaHbICTBIPaAL!

ANTAFKTbI KATAN TE3
TAHYFA BOJIAObI?

01. CeHiMiHisre Kipyre o )KblnﬂAM ICKE Kemyﬂ,l TAJ-IAI-I ETEﬂI

Teipbicaabl

‘OHnaiiH anaakTap xui Hemipre KoHbIpay Wwanyasl, cinTeMere eTyni Hemece ecenTik xa3bara Kipyai cypaiasl. Macene MulHaga:
02. 3moumnanapmeH o KTap pre KoHelpay yal yai pyai cypaiay It

oAHaAAB! Ci3 3aH/bl MOPTa/Fa KipMenci3, OHblH OpPHbIHA XanFaH BeO-NapakluaFra HeMece yirire Kipin, NorvH aKknapaTbiHbi3Abl anaskneH

Geniceciz. SNeKTPoHALIK NoLWTa HemMece M3TIHAIK xabap apkbinkl CypasnFaH 3peKeTTi elkalluaH XxacamaHbi3. OHbIH OpHbIHA
©3iHi3 apekeT xacaHbi3. KebiHece 6yn MaTiHAiK xabapnamanaH Hemece 3NEKTPOHAbIK, NOLWTaAaH LWLIFbIM, THICTI Be6-caiT neH
03. Xbu1gam icke kewygi GainaHeIC aknapaTelH OHMalH izgeyai Gingipeai.

Tanan evefi

04. KytnereH 6ainaHbic °

05. ©3iH 6aHK KbIaMeTKepi o
peTiHae TaHbICTbIPaAbl

ANAAKTblI KANAN TE3
TAHYFA BOJ1IAObI?

01. CeHimiHizre kipyre KYTI-I ErEH BAﬂnAH bIC

Thipbicagbl o

Bipe! nereH Keafe ata-aHaHbi3OeH xabapnacca, 6yn kebive anaskTapabiH Genrici Gonybl MyMKIH. Erep ona TnereH SMS,
02. 3MouuanapmMeH ey T e P ¥ P/ el My P onap Ky ‘
oitHaiiabl o 3NeKTPOHALIK XaT, KOHbIpay HeMece TiNTi KaFa3 XaTbiH anca, OHaa MykuaT 0oy kepek. Xatapnama 3uaHchls 0o/bin Kepikce ae

cak GonFaH XeH.

03. XXbingam icke Kewyai o
Tanan etenj

04. KytnereH 6ainaHbic

05. ©2iH 6aHK KblaMeTKepi o
peTiHAe TaHbICTbIPaab!



ANAAKTblI KANTAN TE3

TAHYFA BOJTIAObI?

01. CeHimiHizre Kipyre o
ThIpbIcaabl

02. SmoumanapmeH o
oWHanabl

03. Xbinpam icke kewyni °
Tanan etepi

04. KytnereH 6ainaHeIc 0

05. ©3iH 6aHK KbiaMeTKepi °
peTiHAe TaHbICTbIpaas!

©3IH BAHK KbISMETKEPI PETIHAE
TAHBICTbIPAADI

Onap ci3fii aTbiHbI3Fa Hecke paciMaenreHiH Hemece Gipey Hecue anFbiChl KeneTiHiH anTafbl XaHe Gonasipmay YLWiH ciare
xibGepinred KoaTel KalTanan anTyelHbI3gbl cypaiabl. Mynaain xargainapga atanrad 6aHkke KoHbIpay wanbiieiz (Hemipgi

WHTEpHeTTeH Kepe anacua) ¥aHe MaceneHi 6aHkTiH pecmun KbIBMG\TKepiMeH HaKTblNaHbI3.

KAK BbICTPO PACIMO3HATb

MOLUEHHUKA?

01. MuiTaloTcA 3aBoeBaTh o
npoBepue

02. UIrpatoT Ha 3MOLMAX o
03. TpebyoT AeACTBUA o

04. HeoXWAaHHbIA KOHTaKT o

05. MpeacraenawTca o
COTPYAHWKAMK 6aHKOB:

MbITAKOTCHA 3ABOEBATb JOBEPUE

OHNanH-MOLEHHWKK 4acTo MbITaloTCA KakMM-To 06pa3oM 3aBoeBaTh Balle Aoeepue. Jlioaun JOBEPSIOT TEM, KOMO OHW 3HaIOT.
I'IoaTcMy BalllMM poaAUTENAM MOryT HanucaTb UK NO3BOHWUTL U3 3HAaKOMbIX opranaauMﬁ. Hanpmmep, rocyfapcrtBeHHble
yypexgeHus, GaHKu WK MarasvHel, B KOTOPbIX OHKM A4eNaloT NoKYNKH. Aibepl‘\chl TakK>e MOryT npeacraBuTeCH paﬁoronaTeneM
MW 3HaKOMBbIMK YnieHa ceMmbl. Korga poauTen NoNy4aT XOTb HEMHOIO NOAO3PUTENbHbIe COOBLEHUA OT OIHOTO U3 3TUX

WCTOYHWKOB, NONPOCHUTE UX CPpa3y Nepecblnatb BaM, Npexae 4em oTBedaTtb.



KAK BbICTPO PACITO3HATb
MOLUEHHUKA?

01. MuiTaloTcA 3aBoeBaTh o M r PAI'OT HA 3 M O L', M ﬂx

poBepue

HEHCTEYF‘TE HeMenneHHo WK Hanoroesas cnyxﬁa HanoXWT apecTt Ha Ball AI0OM WK BOAOKAHaN OTK/TO4YAT BOAY. Bce 310
02. UrpaloT Ha 3MOLIMAX pacnpocTpaHeHHbIe CxeMbl OHNaNH-MOLWEeHHWYeCTBa, KOrAa YTo-TO HYHO caenatk NpAMo ceiyac. Hanpyumep, BaM roBopsAr, 4o

KTO-TO BOLWEN B BaWy Y4YeTHYHK 3anvcb K NbITAeTCcA 2aBnafeTe BalWWMH AeHbr aMu. Bam npegnaralt I'IEDEﬁTI’I no ccblllke B CMC

ana 1oro, yTobbI COTPYOHUK BaHka Mor SaﬁﬂDKMpOEﬂTb ,qeﬁcname AkoObI MOLWeHHKKa. Ho Ha camom Aene, HUKTO He B3nambiBaer
° Baw MHTGDHQT—GEHKMHE A Bce MaxvHaLMK NpoBOAATCA, 4TOOLI Bbl nepeLwny no CColNike U Toraa MOLWEeHHHUK CMOTTK Obl

03. TpebyoT AeHCTBHA _
3aenagetb AaHHLIMK. Terlept:. Bbl AeUCTBUTE/IbHO B3/10MaHbI.

CWMbHbIE SMOLMK BbI3bIBAlOT GbiCTpble AeHCTBUA, OHNaiH-MOLLIEHHWKM HacTo MbITAKTCH BLI3BaTh CTPax, FTHEB WK Bo36yxaeHHe.
“Baw cyert 6ein B3noMaH” MAKM “Ha Bac NbITADTCH NOAYUUTE KpeauT” — 3T0 MOLUHOE cooBLUEHHe, KOTOPOe MOXEeT 2acTaBnTe

04. HeoXuAaHHbIA KOHTaKT ° XepTB MOLLEHHWYEeCTBa He 3adyMaTbCa, NPeXae Yem COBePLUMTE TO, YTO NPOCAT 3M0YMbILLASHHUKM.

Ecnu poauTeny NoNy4yunu TeKCtoBoe cooblweHue unu 3NEeKTPOHHOE MUCbMO O TOM, HTO UX YYeTHad 3anicb 386ﬂ0KMpOHaHa unu

Bbl pa3bICKMBaeTeCk B CBA3M C NpecTynneHueM, NYyCcTe OHKW 3aKpoIoT TEKCTOBOE COOGLLleHMe WNK 3N1EKTPOHHOE MUCBMO, HaﬁﬂyT
05. MpeacraenawTca o

NpaBUNbHYIO KOHTAKTHYIO MHQOPMaLUWIO B MHTEpHETE U CBA cA C OPUUMANBHBIMK OpraHamMu, utoGbl NPOBEPUTE UHGBO, MaLuIo.
COTPYAHUKAMMU 63HKOE: P Y yio MHpop! P HyT b p posep bop

KAK BbICTPO PACIO3HATb
MOLUEHHWNKA?

01. MeiTaloTca 3aBoeBaTh o T P E BYI'OT ﬂE m CT B M M

noBsepue
OHNaiH-MOLLIEHHWKW YacTo NPOCHAT NO3BOHUTL MO HOMEPY, nepeﬁm No cCbi/Ike WY BOMTU B Y4YETHYH 3anuchb. I'Ipoﬁnema B TOM,
02. MrpaioT Ha 3MOoLMAX o YTO Bbl HE BXOOWTE Ha 3aKOHHBIM MOPTan, a BMecTo 3TOre AeNMTech CBOSH PerucTpauMoHHON MHGOPMaLUMed C MOLLEHHUKOM

yepes NoAAeNbHY BeG-CTpaHuLly unn Gopmy. HUKora He NpeanpuHUMaiTe AedCTBMI, 3aNpOLLISHHBIX NO 3MNeKTPOHHO novte
“nn TekcToBoMy coobLueHmio. BMecto sToro geicTayiiTe camocTosTeNbHO. Yalle BCero 310 o3HayaeT BbiXo[ U3 TeKCTOBOro

COOGILLIEHNA WK 3/1EKTPOHHOA MOYTHI M MOWCK COOTBETCTBYIOLLEro BeG-caiiTa N KOHTaKTHOH MHGopMauun B MHTepHeTe.

03. TpebyioT geAcTEMi

04. HeoXWAaHHbIA KOHTAKT o

05. MpeacTraBnslTCA o
COTPYOHWKaAMK 6aHKOB:

KAK BbICTPO PACIMNO3HATb
MOLUEHHWKA?

01. MeiTaloTcA 3aBoeBaTh o H EO)K M.ﬂ.AH H bl m KOHTAKT

NoBepue
Kora KTo-To HeoXWAaHHO CBA3LIBAETCS C BALUMMKU POAMTE/NAMM, 5TO YacTo NPHU3HAK TOrO, YTO UX BO3MOXHO XOTAT OGMaHyTb.
02. UrpaloT Ha 3MoLMAX o Ecnv oHu noayduni SMS, 3neKTpoHHOE MUCLMO, TeNeGoHHbIA 3BOHOK MW Aaxe GYMaxHOe MMCbMO, KOTOPOTo HE OXWAANK,
HYXHO [1eACTBOBaTb OCTOPOXHO.
03. TpebyioT AeAcTBUIA 0

04. HeoXXMOaHHbIA KOHTaKT

05. MpepctaensawTCA °
COTPYAHUKaM¥ 6aHKOB:



KAK BbICTPO PACIO3HATb
MOLLUEHHUNKA?

01 Nuraorcn sasocears @) NMPEACTABNAIOTCA COTPYAHMKAMW BAHKOB:

poBepHe

YTBEPKAAIOT, YTO Ha Balle UMA yKe ohOPMWIM KPEeaMT NMG0 KTO-TO XOTAT 0GOPMUTL KPEWT, U NPOCAT NROAMKTOBATL
02. UrpaioT Ha amMoumMAX 0 oTnNpaeneHHblid Kof. B Takux cny4anx 380HWTE B HA3BaHHbIA GaHK (HOMep MoXeTe NoCMOTPETL B UHTEPHETE) U YTOYHUTL BOMPOC

€ 0HLMANEHLIM COTRYAHMKOM GaHKa.

03. TpebyoT gencTBui o

04. HeoMAaHHLIA KOHTaKT °

05. MNpencraenswTcA o

COTPYAHWKaMH 6aHKOB:

Pa3pen «Kak o0MaHBIBAIOT MOIIEHHUKHU ?» HamoJHeHo 11 crarbn

KAK OBMAHBLIBAKOT MOLLWEHHWKN?

o1 MOLUEHHWYECTBO C NOAAE/bHBIMU AKLIMAMW Vs
02 CBEOPHI 7
o2 3AMMATH BNEPEQ 7
o4 GUILMHIOBLIE MOLIEHHWYECTBA 7
o5 TENMEGOHHBIE MOLLEHHUKN 7
o5 KWBEPMOLLEHHWKM 7
o7 B3/IOM CYETA 7
o5 B39/ KPEAWUT HA BALLE UMS 7
o5 MCEBOONM3NHI 7
© UHBECTULIMA 7

" YEPHbIE KPFEOWUTOPLI A



KAK OBMAHBIBAIOT MOLLEHHUKIA?

o MOLWEHHWYECTEBO C NoadENsHBIMKA AKLLMAMIA A

B 20232 rogy oOHMM M3 CAMBIX NOMYNADHBX BUAOE MoweHHnYecTB B Kasaxctave Osink deifikopsie MobunsHble npunoxexna no IPO. Npaxoauam
npegnarancch AKoGbl BLINOOHO BNCHWMTCR B aKLMK KpYNHo#d HauwoHansHod komnadwi. Mog Bnoom oduumanbHbx KOMNaHWA MOLIEHHWKK
co3paeand deRKoBEIS NPHNCXSHA ONR HHESCTOROE. OHH HCNONE3ICBANM HAZEAHWE W NOMOTHN OPMUMANEHED GRraHu3auMi. TakuM cnocofom oHH
EHI3LIBANH 0BEPHE NPOCTRE O0BEPYHBLIX MOOed.

MoweHHKKIn 0enaloT YNop Ha To, YTo 3T0 Nerkuid cnocod 3apaborats aeder. Ouk o0ewwanT, YTo Kaxaan MHESCTULMA NPHUHOCUT rApaHTHPOBaHHBIR
noxon. Kak nokazatenscTeo, NPHEOOR GanbluMBbie OT3kIBkI.

Kak ocraeareCq B Ge30NacHOCTH

MNooobHbE CXeMbl GCTAKITCA NOMYNAPHEIMK. MNo3ToMy OyOsTe OCTOPOMHL C FKOOH NErKMMM CNocoGamMi NONYYHTE ASHBMH C NOMOLLIBKD
HHESCTHPCRAHKA. [poBepaiTe KHOODMALMID Yepes RONONHUTENEHSLIS HCTOYHWKH. Y2HaeadTe Ha OQHUMANEHEX cadTax, OeACTEMTENEHD NK
BO3IMONHO MHBECTHPDBEATE B AKUMH MHTEPECYIOWMA BAC KOMNAHWKW. ECnK 0a, yTouHARTE Boe OSTANK: KAK H NP Kakux YONOBWAX MOXHO
MHEECTHPOBATh, KEKOE NPHNOHEHWe QeACTEMTENEHD HEODXDOMMO YCTAHOBKTE. TP yCTaHoEKe 00palaiTe BHHMAHKE HE BCE OeTanH.

BamHBIMK AaHHLIMK ANR ELRENSHHR GefkoBkIX NPHNOMEHWA ABNRKDTCA:

— Narta exinycKa NPHNoKeHWS;

— 4acToTa OGHORNSHHA;

— KTO pazpabotan;

— KOMWYECTED OTILIBOE, 03T HX Pa3MElLeHHA;

— HMEHA NONBI0EATEN2H, KOTODHE OCTAEHNM NONOXMTENEHEIS OT3nIEs]

B cnyyae, ecnM ZaMeTHH YTO-TO NOACZPHTENEHOE HH B KOSM CIy4ae He CKaYHEalTe NpHNoseHna.

Matepwan : https2Vblog.obe kz/security/kak-razoblachit-shemy-moshennikow/

0z CBOPHI Ve

Hawe Bcero MOWeHHHKH HCNONbLIYIoT GoTorpadue PeantHex Moaei WK MUBOTHLIX, HYMOAKLMYCH B NOMOLWM C 0GHLMANEHED HCTOYHMKOE. OHK
Co30aKT GeAKOEYD CTRAHMUY B COUMANEHED CRTAX W OOLRENAKT O cOope. TakuM 00pazom Nerko HANAEMTE HA XanoCTe NKOSA K ZJaCTAEMTE MX
nepeRecTd CPeacTEa Ha AKDGH Nevenre. TaKe HIBSCTHLI CMYHaH, KOrma MOWESHHWKH NPUTEODRMNWCE, 4TS ¥ HHX Cepbe3Hoe 3a00NeBaHue 0

oGMaHoM NoMYYany eHserM OT POOCTESHHHKDE, APY2eH W NpocTo 0o0p0Ix rpaxaaH.
Kak ocTagarecq B Ge30NacHoCTH

BoGupaite oduuMancHEe GNaroTEOpMTENEHEE OPraHMZauHK, ¥ KOTOPEX NPoRSpeHHan penyTauMa. B cnyyase, ecnd Be XOTHTE NOMOYE YacTHOMY
MHLY, 3aNPOCHTE H NPOREPETE BOKYMEHTLL: CNPAEKK C GonbHMU, cueTa. Eond pedk MOeT o IHAUMTENEHOR CYMME, HE NONEHHTECE NoEXaTh U
YO3SOHTECA CEOMMH Ma3aMK O COCTORHHA HY#OA0Werocs. Bu MoXeTe NPoEepWTE 02 HCTEMTENEHO NW 2o NevallWid Bpay patoTacT B YKaIAHHOM
YHDENOEHHA.

oz ZAMNATH BNEPEL A

B ocHosroM, TAKOH Bl oOMaHa NPOMCKOOWT, KOMEA YeNoBeK X0YeT YTO-TO NpUoSpecTy OHNadH, HO B KaYecTEe NPpogasyos cysadHe exitrpacT
MOLISHHMKOR WK MOLIEHHWYeCKWe caiTel. Mo [AHHBM NPaEooXpaHMTENSH, 3T0 ARNASTCA GOHWM M2 Haubonee pacnpoCTpaHeHHsX cnocobon
MHTEPHET-MOLUEHHWYeCTE. AdepHcTl NoNYy4aloT NPefonnaTy nato NonHyo onnaTy 23 ToORAP WK YOTYTY, HE BRINCMHAA B fanbHeAlem CBoMX
offazatenscTe. OHM MOTYT HE OTNPABWTE TOEAP W 3abNoKWpOBaTE BAC, KaK TONBKD Bl OTNPAEMTE MAaTEM.

Kak ocTagateca B Ge30NacHoCT

He GoiTeck 3anpalwveaTs AONCAHATENBHLIE GoTorpaduK, HANPUMER, C BPEMEHHBIMK METKaAMMK, YToOH YyOeOMTECA B HANWYKWK ToBapa. byaste
GOMTENEHEl M BHUMATENEHEl NPW 33KMoYeHHA coenok. PekoMenoyes NepenagaTs TORAP W ASHEXHLIS CPencTEa NPW NHYHOH BcTpeaYe, He
NpenocTaRNATE M He BEOOWTE CEOM NHYHBE 0AHHBIE HA CTOPOHHKE CAHTaX, W He NepefasaTe TRETHAM NMHLAM.

Matepwan : httpsJiblog.ol kz/securty/kak-razoblachit-shemy-moshennikow



o4 @UILWHIOBLIE MOLLEHHUYMECTBA e

CHUWHWHMBLIE MOWSHHWYECTES OCTAKTCA NOCTOAHHCH NpoGnemoi. NMpecTynNHMKY HCNoMbIYIoT 3TOT MEeToO, YToOk! NONBTATECA NOMYYHTL OT Bac
KoHpuaeHKMansHyY0 nedopmalme. OgHMM 12 Hanbonee pacnpocTpaHeHHsX cnocobod ARNReTCH OTNRAEKEa NOALSNBHOM COhNKKW, OyOnupyiowei
eed-caiT nnu npunoxermre. C NOMOLWLIS YNOBOK N0YMBILLNEHHWK NONPOCKT BAC BBECTM CEOM AaHHLIE W BOATH B cucTemy. OTTyma OHW NONLITAKTCR
YKPACTh BALK OSHEI W THUHYI0 MHGOpMaLWIo.

Hcnonb3ceats BaWy MMYHOCTE M NAATEXHYD HHGODMALMIO OHW MOTYT TRKCKE /1A COBEDLLIEHWA NOKYNoK ounaiiy. HauGonee pacnpocTpadeqHEIMK
WEPTEAMA ABMAIOTCA NOKKNLIE NIOOK, KOTOPLIE HE TAK XKOPOWo PazdupaloTcs B COBPEMEHHBIX TEXHONOMMAX. HO W OHWM MoryT WademaTe oOmaqa,
SO Y3HAKT, KaK 3To padoTael. Pacckaxure BallMM GNUaxKKM 00 3ToH MOwweHHYecKol cxemMe.

Kak ocTa@atecq 8 Ge30nacHocTH

EyOsTe OCTOPOXHLI, NEpEXOOA N0 HEIHAKOMEIM CCLINKAM. HYacTo MOWeHHHWKH NPWTECPAINTCA NPEOCcTAEHTENAMKM Balero Gaxka vk modol apyroi
IHAKOMONA Bam opradMaumrei. Tak OHK YCRMNROT GOHTENEHOCTE.

ECnu Bbl CudTaeTe, YTo NOASEPIMKUCE GUILMHIOBON aTaxe:

— MNpoeepeTe CEOW OHNAAN-AKKEYHTE HA HANMUME NPeayNpPeXOaIoWME NPMIHAKDD ¢ NOMBTKE B3/I0MA WK KPAXH NHUHBD JAHHEE

— ZALMTHTE CBOM YUETHES 3ANWCH, GRICTPO H3MCHHE NaponK,

— BKMIO4HTE ABYXPaKTOPHYID ayTeHTHOHKALMIO,

— YCTAHOBMTE AHTHEMPYCHOS NPorpaMMHoe odecnedyeqne, eCny ataka NPoM30WNa HA BAEM NEPCOHANEHOM HOYTOYKE MK KOMNBOTEpe.

B uencM, BaxHo NPoAENATE SOAMTENEHOCTE M GRITE MOTOBLIMH, ECMH ZN0YMBILNEHHHKH BCE-TAKH 38X0TAT 0OMaHoM 3anonyY T BallH BeHLIH.

MpHMednn BRI ONWCAHHEIC WANW, Bbl MOXETS NPefoTEPaTHTE (GUHAHCODRE NOoTepH. PACCKAMWTE TAKKE O MOWCHHHYCTKUX CXEMAX DallMM
GAMIKAM, YTOOBI H OHK HE MONanWch Ha YNOBEKA MOLWEHHWKDE.

Matepuan : httpsblog.olxkz/security/kak-razoblachit-shemy-moshennikow

o5 TENIE@OHHBIE MOLLEHHWKK A

MeToaki:

* [lpencTaenAmTCA COTPYAHMKAMA DAHKA W MYraoT noTeped cpencTs.

* 3agonaT pasroscp o Nepesode Aewer (onnata Wipadgoe, Hanoroe, Yomyr).

*  JACTAENRIOT B3ATH KPEOWT.

* [lpocAT CoobLMTE PEKEMIHTL GaHKoBCKOA KapTel (2 womep, CVV/CYC-kon).
* [lpoCAT NPOAMKTORATH OAHOPA3IoEEIA Ko W2 SMS.

* [IpoCAT YCTAHORMTE NPHICHEHHE Ha TenadoH “aNA 2alMTel cpencTe”

* [IpoCAT CPOYHO NePeBeCTH ASHBMM HA “cnaceHue” GnM3KHe.

Y10 nenath, @CAH Y BAC CIMCANK A8HbMM:

1. O6paTTECA B 0aHK M 2a0N0KMPORATE CHET.

2_MoTpeGosaTh OTMEHUTE TPAHZAKLMIO B GaHKe HEMEANSHHD. HEKDTODRIE NMaTEXKH MONHO YCNeTh BepHYTE.

3. MNoTpeGosaTte OT GaHKa NPoEECTH Yapawoek (CCNapHEAHKe MNaTtexa, C KOTOPbIM Ebl He COMAacHsl). YCnoeWA Npouenypsl 3a8HCAT OT NOMHTHKK
GaHKa M NNaTEXHbIX CHCTEM.

4 O6partuTeea B nonvuymee | https feotinish_kz/) ¢ 2ageneqwem W TpeboRadneM Bo30YOMTE YTONOBHOS 0EN0.

5. Ecnu B 8030y ¥OSHWMK 02Na NOMWUMA OTKA3ana, MOXHO 3T0 OCNOPHTE B NPOKYpaType wnv cyae. (https:/featinish kz/sendAppeal?
authRedirect=true&from=default )

o5 KMBEPMOLUEHHWKWA Ve

MeTtoas:
* CipapganT NogMeHHEE CaiThl, 2aMacKkMpoBaHHBIe Nod cPHUManbHBIe pECYPCH KOMNaHWA (cTpaxosan, GaHk, rocydpexaeHme). C noMOoLSLEY HMX
CoOHpanT BCS QOCTYNHEIS AaHHEIS, BKMNOYAR PEKEHIMTE KAPT W CHeTOR (dLumuEr).
*  PacnpocTpadAlT edpycHoe MO, KoTopoe NOIECNAST AETOMATHYSCKH NepealpecoBMBaTs BAC HA NOAASNEHEIE CAHTHL, e NOXMILEINT DaHHLIS

(dapmumr).
* BanaMblBanT aKKayHTH BaWHX OpYZel M GNUIKKMX B COLUMANLHLX CETAX M MecCeHIxepax, NPocAT “B QoA OT MX MMEHH.
* [pencTaenAKTCR HECYLUECTEYIOWMMK BNAroTEODHUTENHEMK CPraHUZaUMAMA M NPOCHT NOMOYE “OONBHBIM GETAM™.

Y10 OenaTk, ©CAK ¥ BAC CNMCANK O8HBMM:

1. MNogate 3aABNEHKE B NOAHLMK.
2_Ecni cnucany AeHLrH 083 Ballero BenomMa, HeMeoNeHHo oGpaTtuTech B OaHK: 23a0noKMpyRTE CYET M NocTapaiTech OCNOPHTL TDAHIAKLMIO.

HanpaewTe cfpaweHke B 0enapTaMedT No HegoBpocoaecTHIM NpaKTHKaM HauwoHaneHsld badk Kazaxcrasa



o7 B3J/TOM CYETA A

Banom GaHKOBCKOTO CYETa TAKHEe ARNASTCH NOMYNMAPHEIM CNOC0G0M MOWSHHHYECTEA. B 3ToM Cyyae INoyMBEILLNSHHWE NOMyYasT BOCTYN K BalleMy
GaHKOBCKOMY CHETY Yepes B3/0M BALLETD KOMMNLIOTEPA WM BALIErs MOGHNLHOD YCTPORCTEA.

Y100k IAWHTMTECA OT KHOSDMOLLEHHHKOE, CNedyeT cNeqosath CNegyiowMM PeKoMeHOaLMAM:

-

. Mcnonbayidte cnosHbie M HENPEACKAZYeMbIE NApoNM, COCTOALLME M2 adp, OYKE W cneucMMBcnoB. He ncnonbayiTe oOMHaKeBbIe Napony ons
PazHbIX AKKAYHTOR.

. BrnmioyuTe OBYRGAKTOPHYID AYTEHTHGUKALMID, SCNW TAKaA BOIMOMHKOCTE NPENOCTARNAETCH BALIMM GAHKOM. 3TO AONCMHWTENLHBIR YPOREHL
He30NacHoCT, KOTOPLIA TpeGyeT BEOAA HE TONLKD BALWEND HMEeHH NoNLI0EATENA W NAPONA, HO W AONOMHATENLHOND KOG, KOTOPLIA B
nony4aeTe No TenedoHy HNK No IMeKTROHHOW noyTe.

. ByabTe OCTOPOMHEI C NepegaYel MUMYHBD JaHHLIX, TAKMX KBK HOMEepa CYeToB, naponei u HoMepa kpegutHbx kKapTt B MutepHete. He ezogute

CEOM OAHHLI2 HA NOOOIPUTENEHLX Be0-CaATAX ¥ HE OTEEYAATE HA MWCEMA, B KOTOPLEX TReGyIOTCA BaM DaHKOBCKWE OaHHe.

He knnkaite No HEWIBECTHLIM CChUINKaM B 3MeKTPOHHED MHCEMAaX MW Co0BILEHHAX.

OGHOBNAATE NpOrpaMMHoe cOBCNeYeHHe BAlerD KOMNbITERa W MOGUNLHOMD YeTpoicTRa.

YCTaHoBMTE AHTMEMPYCHOS NporpamMmMyos obecnevenwe W Firewall. Cnegute 3a ero obHOBNEHMEM. 3TO NOMOHET EAM 3ALUMTHTLCH OT BHRYCOR

W OpYTHX BEPE00HCCHBE MPOrpamMM, KOTOPKIE MOMYT NOBPEOMTE Bally KOMMNbOTEPHYID CHCTEMY M NCMyHHTE ACCTYT K BalUMM GaHKOBCKMM

AAHHGLIM.

BynbTe oCTOpOXHEl NPH MCNONS30BaHHH MyGnuuHsx Wi-Fi cetei.

Cnenure 3a ceoeid ucTopued TpaH3akUMA.

He ycTaHaenMeaiiTe NOA0ZPMTENEHEIE NPHICKEHWA MK NPOrPaMMel, OCOGEHHD SCAKM OHW AEMAKTCA HEeoROGPEHHBIMH MW HENPOBEPEHHEIMA.

He oTecyaiiTe HA NOOOIPUTENEHBIE IMEKTPOHHLIE MMCbMa MNH COOBLLEHWMA, B KOTOPHIX 3aNPALMBAINTCR NMYHBIE AAHHEIE HNW 0aHHbLIS BalLSro

GAHKOECKOrD CYaTa.
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Yro menatk, @CMM ¥ BAC YKPan GaHKORCKYID KAPTY MM Bkl €2 NOTEPAMM, HO NOoKa 2 He YCNeni BocnoNsI0eaTLCA?
Ecnv Bhl NOTEPANK CEOK GaAHKOBCKYID KAPTY, HEoGX00MMED CROYHO NPEaNPUHATE CNenyIsILIWE LATW:

1. CpoYHo 380HMTE B CNy*0Y NOOOSpXKH BaWwero DaHka ¥ coobwaidTe o noTepe KapTel. BaHk MoxeT 2a0nNoKHpoOBaTE ALY KapTy, 4To0nl
NpefoTEPaTHTE HECAHKLMOHWDOBAHHBIR NOCTYN K BAWMM CpeacTRaM. TaKKe, 2N Y BAC YCTAHORNEHD NPWNoKEHWe GaHKA, Bbl MOREeTe
3abNoKKUpOBaThL KAPTY OHNAHH.

. MpoeepsTe cEoi GaHKOBCKWA CYET M NPOCNEOMTE 33 BOEMH TPAHZAKUMAMK, YTOOH YESOMTECA, YTO HE NPOMCKOOMT HECAHKUMOHWDOBaHHKIX
TpaH3IaKLUWA.

. Ecnu Bnl cOHApY KM TRAH3AKUMK, CPodHO coodwuTe of 3ToM Bawemy GaHky. OHM MOMYT NOMOYL BaM BEPHYTE YKPAOeHHBE CpeqcTEa.

. Yeepomnaite GaHk o 0oL HeoDbMHLIX 0eACTEMAY HA BALWEM CYeTy. ECNM Bbl 3aMETHIK, YTO-TO NOAOIPHTENEHOES, HEMEANEHHD CERMMTECH C
EALUMM SaHKOM W NPEanpHHUMaiiTe HeoOxoaMMble 0eHCTEMA ONA 33WMTE CEOMX GHHAHCORLI AKTHEOE.

. ECN1 Bl YENEWHo NPEAoTERaTHIH BEOIMOMHLIS DPHCKW,BRIMYCTHTE HNH 33KAaMWMTE HOBYI0 KapTy. Bol0aya KapThl 3aHMMAST OT MHHYTH B0
HECKONBKWY OHEH, B 3aBWCHMOCTH OT GaHka.
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o8 B3AJIM KPEOWT HA BALLEE UMA A

Mpuaraku:

s 300HAT / MWLYT © HEWZBECTHRIX HOMePoE W TpeGyYIoT NorackHTs ACAT
s YrpowaloT pacnpaBoid BaM W BALHM GNWIKUM, SCNH He BEDHETE KPEaHT.

ECnuM HHKAKHX 33HMOB Bhl HEe OMOPMAANM, TO:

1. BRiRcHMTE, OTKYOA ¥ MOLWEHHHKOER BAlUKM NAcNopTHRIE AaHHbIE. ECNHM Bbi NOTEPANM NAcNopT, HEMEANSHHO COOOWMTE B NOMHULMIC W BOIEMHTE
cnpaexy of yTepe NacnopTa C yKa3aHWeM 4artkl.
2. JaKawuTe cnpaeky B bopo KpeguTHLE MCTCPHIA M y2HalTe, peannHo MK ¥ BAC eCTh 3a00MMEHHOCTh — 370 GecnnatHo 2 paza B rod. ¥aHate, B

kaknx BKW ecTh Balwa KpeauTHaa KCTOPMA, MOXHO Ha Mocyonyrax.

3. ECnK 33 BAMW YHCNATCA KPEOWTRL, KOTOPBIEe Bhl He Gpany, oGpaTtHTech K KpeauTopy C Tpe60BadneM NHKEMAMPOBATE Oonr W obpatutecs B BKA
ANA NPoBCAcHWA NPOBEKU.

4. BHIACHWTE NOAPOGHOCTH CASMKK: ZJANPOCMTE Y KDEOWTORA 3aBePeHHEIe KOMHY AOM0BOPA M YOOCTOBEDEHWA NHWYHOCTH 338MLLMKA, NAHHEGE
COTRYOHHKA W aapec oduca, re ofopmnank acroeop. CoSepuTe MaKCHMYM O3HHLIX W NoLaATe 2aRENEHHE B NOMMLMIO.

5. Hanuwure xanoby 8 bask Kazaxcraxa.

6. Ecnv npoGnemy pelMTL He yaaeTcH, 00paTMTeck B Cya M X00atafcTEyATe o NpoEefeH M IKCNEPTHakbl OKYMEHTOR W NCOnHCe.

o2 MCEBAC/TM3WHID 4

Mpuemsl

*  M3HayancHo NpennaranT BIRTe KPeOMT Nod 3anor aeTomMeOrne MK KBapTHPGL.

* BrnawT cebn 2a nomtapawl, SaHkK unn MO0, mMeioT oduurancHbie CanTw.

* [lpegcTaenqwnT GUpMY-00HOOHERKY.

s  CoapfaloT CYeTy, He 0AKT BHWMATENEHO NPOMWTATh 0OT0B0D.

s  OvbopMNRIOT AOTCEOD KYMH-NPOOAYA NO 3aHWHEHHOR CTOMMOCTH, NPH 3TOM 3ABHILLAIOT CTOMMOCTE HEYCTOEK W WTpadoa.

Yo penatk:

1. BeiRcHMTE BCE O NW3MHIOOATENEe: CAAT, PerMCTPaUMOHHLIE AaHHLIE, HANWYHe CEeOeHHWA B NepeyxAx banka Kazaxcrasa
2. HanpaokTe NpeTeHadio NHIHHMOLaTens.

3. HanpaokTe obpawedye B HauwoHaneHwid Bauk Kazaxctana o dakte HeneransHol 0earensHOCTH.

4_Hanpaeste obpawedwa 2 MB[ PK W B npokypatypy.

5. OSpatWTecs B Cyfl © HCKOM O NpU3HAHWA A3HHOR CASnKK HeneicTEMTEeNBHOR.



o MHBECTMLIMK

MpuzHakK:

*  He MMeeT NMLSHINK Ha NPHENEYSHWE CPSOCTE MpasOaH.

* Ha caite HeT MHPOPMaLMK O COOCTESHHBIX AKTHBAX M GUMHAHCOB0M NOMNOMEHHH.

*  CNMWUKOM BEICOKEA JAARNSHHAA NPHEENEHOCTE.

*  HeT rapadmiM, 4To NpMGLINE BLINNAYMEASTCH OT 00X003 OPraHMIaUMM, a He OT OpYrHx YUaCTHHKOR
» [poCAT NpUENEXKaTE IHAKOMBIX, YTOGH NOMYYaTh BEINAATEL

* B noroeope oTCYTCTEYET OTEETCTESHHOCTE Nepel HHEECTOPOM.

*  HeT WHdopMauny o0 yYpequTensx M Bnanensuax.

Yto nenats

1. MNpoBepbTe HANMYKE OaHHEIX 00 OPraHM3auUK caiite HauvoHaneHoro Baska Kasaxctaqa
2_HanpaesTe NpeTeHIMIo B 3Ty OPraHM3aUMio C yKa3aHues 0oBonos, TpeGosaqni M NocnencTenil MX HEHCNONHEHHA.
3. Hanpaeste obpawenve 8 HauwoHaneHuid badk Kazaxctava

OSpaturecs B MB[] PK » npokypatypy.

1 YEPHBIE KPEOWUTOPLI

MpuzHakKK:

* Her paspewedws Haumodanssoro Badka Kazaxcrasa Ha Bngavy KpeauTos (oTCcyTcTene B rocynapcTaeHHom peectpe Banke)
*  He 1pefyioT OoNCNHHTENLHBIX O0KYMEHTOR (TORICTPRIE ASHEIHT).

*  JaAMopaTens — HemzeecTHoe saM nauo (M, duanuuo wnn 000, KoTopoe He COOTEETCTEYET HAZBAHWID C BRIBECKM).

*  CIMWKOM BEICOKHA % No KpeouTy.

* [lpennaraloT "EbIroaHbe” YCNOEWA NoO 3anor MMYLWeCTBa

* HecTkue meTodbl patoThl C ACMKHHUKOM (3aMyTMEAHKE, YTPOZ0, B TOM YHCNE B CTOPOHY POOCTEEHHHKOE)

* TpeGywT OSHEMW A0 BLI0AYM KPeOWTa (HanpMMep, Ha CTRAXOBKY, 33 NepeBna Ha CHET M T.N.)

Yro penats
Cobepute 2oo MHGOpMaLHD 00 CPralvzalun-KpeauTope, YKa3aHHyws Ha caiTe badka Kazaxcrana.

Odpaturecs B HauWoHansHbIi badk Kazaxcraxa.
OfpatMTech B NOMALKID W NpOKYDaTypy.
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Pasznen Baor «IloJsie3nbie cTaThba)» HANMOJIHEHO

18 crarpu
MONE3HbIE CTATBHU
-
J
BNOTEP NATEP ANARKTAPBIHbIH CXEMACBHIH 7 BANANAPALI OHNARH- 2 ANASKTAP CI3IH 2

SLWKEPENEAI ANASKTAPOAH KANAW KAPTAHbBIZ XAWTH
21.08.2023 CAKTAYFA BONALKL? AKMAPATTBI KANAW BINEAI?

—= ‘3 3:!

A

OHNAMH TAYAP CATHIN ANY KE3IHAE /7 SNEYMETTIK XENI XEKE 7 AKLUA AYOAPBIMOAPHE: /7
ANARKTAPFA AJTOAHDIN KANMAY YLUIH HEHI XIHE TANEM LEPEKTEPIH S2IHI1241 9P AKLIAHRIZON

BINY KEPEK ¥PNAY TaCIII PETIHAE KAYINTI WAFOAMNAPOAH
16,203 21.08.2023 KANAW KOPFAYFA BONAORN?

"BEPHUTE [IEHbIW, MOXANYWCTA™: KAK 2 KA3IPT1 2AMAHF bl 2 TENE®OH ANASKTAPHIHAH /'
MOLIEHHWUKM MCMONBL2YIOT AEHEXHLIE ANASIKTAPAbIH, CXEMATAPEI. KAJTAW KOPFAHY KEPEK?
NEPEBO/bI B KAAXCTAHE KAPYbI MAPAMMUOACH R

ot KANAW BYPKEMENEHYI
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"TALAYAQ.NET™ KP AKOM o "ALAYAQ.NET" 7
MHWHUCTPIMEH XOBAHBIK PECNYBNUKANBIK XACTAP
BAPBICH XAWBI KO3FANBICHI K¥Phiabl
TANKBINALB

KAK QEACTBYIOT MOLLEHHWKW ¥ KAK 2 CMC-CCHINKN,” BE3OMACHHIE MOKYNKKME .~
M3BEXATH MX NOBYLLEK 106 2023 MHTEPHET-MATAZMHAX



OcgBelieHue 0 aeATeJbHOCTH caiiTa (BK/II04asi pekiaamy) B CMHU, conmaJbHbIX ceTsIX
OO6umii oxBat: 11 930 npocmoTpoB

KYPCUB G O

KAHANBIKTAP

Alayag.net: KasaKcTaHAbIKTap MHTEPHETTEri anasaKTbIk,
>KaFAalnnapbl Typasbl xabapnaii anagpl

XKapusananael 15 Winge 2023 11:57

@ l'yneBupa buranaveea
7 ks

Azamammap <«Alayaq.net» nopmansi asLisi uHMepHemmeszi anaskmelk xardaiinapel
mypansl xabapaan KaHa Kolimat, 83iHIH KapXelablK CayammelsiFslH apmmelpa aaadsi,
coHOaii-ak, uHmepHemmezi anasKMbIKKA Kapcs pecnyGauKansik Xxacmap KO3fabiciHa
Koceina anadel Oen, xabapaadel Asamammeslk 6acmamanapdel KoAOay OpmManbiFbiHbIH
6acnaces Kbizmemi.

NNTMES &

07.2023 8 11:34 Asryp OpasSekosa

Onsa paso6naYyeHns MoLEHHUKOB B KasaxcTaHe OTKpbInv
oTaenbHbIW canuT
MocpeacTeom noprana Alayag.net kasaxcTaHubl CMOTYT YBEAOMNATL O CNy4aAX MOLUEHHUYECTBA B MHTEPHETE, @ TakKe

NOBbLICUTL CBOK (DMHAHCOBYIO rPAMOTHOCTb, nepeaaet UA «NewTimes.kz» CO CCbINKoW Ha npecc-cnyk0y LUeHTpa NoaaepHK1
rpaXaaHCKMX MHULMATUB.

B KazaxctaHe npu noafepxKe MUHUCTEPCTBA MH(OpMaLMi U ODLLECTBEHHOTO pa3BuTHA PK HadupaeT obopoThl
pecnyOnuKaHCKoe MOMOAEKHOE ABMKEHNE «Alayaq.net». OHO HanpaseHo Ha NOBbILEHWE (UHAHCOBON FPAMOTHOCTH
MOMOAEKM, NPOPUNAKTUKY CNyYaeB WHTEPHET-MOLUEHHUYECTBA, KOHCONWMAALMIO MONOAEXN M TOCYAAPCTEEHHBIX OPraHos,
©aHKOBCKOro CeKTopa B 60DLOE C MHTEDHET-MOLIEHHUYECTBOM
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Kasax Tininperi makananap Xinhua Ka3ak TiniHne 9neM >aHanbiKTapbl

XaHanoikTap » Kasax TiniHaeri Makananap

Ka3akcTaHAabIKTap MHTepHeTTeri anasaKTbiK,
)XarFaannapbl Typanbl xabapnau anaabi
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®otocypet: Natallia Boroda/Canva Pro

AszamaTtTap «Alayaq.net» nopTanbi akbinbl UHTEPHETTEri anasKTblK XaFaannapsl Typans!
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A3AMATTbIK OPTAJbIK »::3 MPAXXOAHCKUWM LIEHTP

YE¥ AHLIKTAMATbFbI BAVKAYTIAP BAWNAHLIC

BACTHI BET BI3 TYPANbI YE¥ YLUIH KEHEC BEPY
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KananbiKrap

ALAYAQ.NET: KazakcTaHObIKTap UHTEpPHeTTEeri anasKrbiK

Xargaunapbl Typanbl xaGapnaM anagbl I lcc Cp IBc dKm Co oK
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CAJTACBIHOAFbI ¥NTTThIK ChIANbIK PALVO, NHTEPHET->XYPHAJIUCTUKW

Koram =

KasakcTaH asamaTtTapbl Xenigeri anaskTblK Typanbl xabapnan

anaasbl
o 6lper 0 @ OO0 o 0

«Alayag.net» nopranbl akbinbl MHTEPHETTEr anaakTbIK Kafaannapsl Typans! xabapnan kaHa Borakes BAKBEPIEH
KOMMaW, KapxbInblK cayaTTbifblK AeHreliH apTTbipyfa, CoOHAan-aK MHTepHeTTer anankTbiKKa
KosfanbiCbiHa Kocbinyfra bonage!, aen
Kongay opTanbifbiHbiH Oacnaces

Kapchbl pecnyonukansIg )acrap
xabapnangsl Egemen kz AsamatTel DacTamanapib!

KbI3METIHe cinTeme xacan.

WaxmaTiubl Kpisgap kel
BacTage

Kaceim-Komapt Tokaes neH
Baitpam Beraw wafbiH
Kypamaa kenicces xyprisgi

AcTanaga aysin
. Wapyawbinbfel KapMeHKec!
eTeni

Koram -

MeauuMHa OKBITYLUBINAPbLIH
= ——  bIHTaNaHAbIPY KepeK —
A B cenaTop
Koram -
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BMNIK JKOHOMUKA KOFAM AWMAK TAFAWbIH[IAY CAPAMTAMA ONEMJE

EHBEK AJIAMbI  MEJIULIMHA

9 JiBEK JoLY
iT itmartkz sexanm

Mnottep Epson Stylus Pro WT7900
23908507

Mepsas B MUPE TEXHONOrMA NeYaTH GeNbiMK YePHUNaMK HA BOAHON OCHOBE B NPUHTEpE.

Bacrel Ber > Janalygtar > Koram

Alayaq.net: uHTepHeTTeri anasKTbik Typasnbl Xxabapnayra 6onagpl

Pepaxiop: [ynuyp Fasuakpissl

2023 xbinfsl 26 Tambiz, 22:07

XKananwikrapasl Telegram apHambi3AaH OKbIHbI3! O

Kol OKbUIFAH

Byrin

Cy meH xon npobnemacsl, KapyaaH 3 agamabt
YL aybiCbiMibl MeKTenTep, xapakatrtags: BKO
KMiK caHbid perrey: BKO NONULUMACH! KYAIKTiHI
akimimeH cyxbar yeranpl
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